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(1) login password [encrypted] A~ > K. administrator password [encrypted] I >/ K
loginuserdX > RERTE LIcEEIRD— RaERE T 5K DI L
INAT— RZZBICHRE LIcHalE. BEART Av—IZHANTHEL DIl
- XA T — FREE
"Password is not set. Please set the password in order to enhance the security.”
-)IIRT— FRE 58
"Password Strength : Weak"
-JNRT — FRE
"Password Strength : Fair"
-JNRT— FRE 8
"Password Strength : Strong"
- T— FRE &8

"Password Strength : Very strong"



Q) DATEABRER=DUTOR=27TC INRAT— R EEE L EEIT/IRT— FaER
&g HEDIC LT,

- [FFERE S 1BHR]-[1— T & 777 L AHIBRDETE]

- FriERE SBR[ —1 & 77 ABIBRDEE]- [ 1 — Y DR E]

- [FFERE S 1BHR]-[ 1 — T & 777 L RAHIBRDEETE]-[1— T D—E]-[1— T DiEM]

- [FFRE S 1BH]- [ — T & 77 7 L RHIBRDERTE]- [ 1 — T D—F]-[1— T DIELE]

(3) > 77)by TELNET, SSH. UE—hrE v b77v 7T login password A< > KO EBH
TIBHEREOTFEEL I —T—HAO7 1> Lic&EEIT UTFDOAY =27 T 5
Kol Lz,

"The login password is factory default setting. Please request an administrator to change

the password by the 'login password' command.”

@) =1 77)by TELNET, SSH. UE—hrL v b77w 7T administrator password 1< > KD
REEH TIZHEAENRRED E £administrator A< > R CEEBEMERICEE L& T,
LIFDA Y =27 E T 5K DIC LTz,

"The administrator password is factory default setting. Please change the password

by the '‘administrator password' command.”

G) UTFOFE OV A ISBER TR LIS 1B T 1 > TCERLGL L DI LT
-2 U)ay—=)b
-JE—bv bV
- TELNET
- SSH
- SFTP
770 2 ARIBRER OEMEIF LT DB Y o
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-7 AHERL DD D fc & Eld. LUFDINFOLANJLDSYSLOGZ /1T %

"Login access from #E#5TAER! was restricted. [ IP77 F L A]"
- BsiiER 1" Serial”, "Remote”, "TELNET", "SSH' DN E LA
- P77 B L AIETELNETEK f2ldSSHD & ETHRRENS

7O AGRFICcOTA > LEDETEHE OV —/LESYSLOGITIELLTFD A v v —D %
SEPNICIZS
A= —RFEZ T —LINTT VAL EEICERTENS
>/ —)b D Error: Login access s restricted.”

SYSLOG : "Login failed for ##5tf@Rl[ P77 F LA [—T—2&]]"

) DATTARER=IN\DAYT A |I3EER CRM LTS 1nER 71 > TEEL{EDEDIT LT

770 2 ARIBRER OEMEIE LT DB Y o
- T RAGBRIE T AT DIPT RLACEICEEEINS
- AT —RADA—FA03%Z R L. 77U ERBIRFCHLHEEFRTT S
-7 AHRL DD D fc & Eld. LURDINFOLANJLDSYSLOGZ /1T %

"Login access from HTTP was restricted. : IP77 K L A"

T AFRFRICOTA > LEDETDHE. SYSLOGITIFLL TDAY =D " H T 5
"Login failed for HTTP: IP77 K L A"

) BE/NAT— R&Efldn g4 /)N — RATIEHERIOFED X T THATCAERER—TIC
Q74> LIcdE ISNAT— ROEBRERBEEET A v—IFF T HLDIC LT

Q) hATEAEER=IICT7 A L, Q74> LIEWCEREZ 1 7 O0 % Clc & EICERRINS
=% [TError401] (CEE LT,

9) telnetd host A< > RTINSO A—RE L TlanEIEETCEL L DIC L. THEHEIRREDHREIC

telnetd host lana~< > R&EEM L1,

(10) pptp hostname A > F DFJHAEZ &R H 5 ZESCF(")IC LTz,



(11) PPTPONY A —2 & FRTE CEAHKDIT LTz,
OPPTPO > A —Z DR TE
[E1]
pptp vendorname NAME
no pptp vendorname
[ EMBEH K UFHAE]
NAME
[REME] : N> A= (6434 bLITF)
[FTHAME] : -
[57PAH]
PPTPR> X —2Z & ERTET B
[/ — K]
AR > FTCeE LIiEn Start-Control-Connection-Request & Start-Control-Connection-Replyd
NUA=ZITTY FEND, AOXY FAREINTOEWE EENV A —ZICEBFH LY b
T,
NVR500 Rev.11.0038LU DT 7 — L™ = 7 CIEARIBE, TNUNDT 7 —LT T 7 Cld
N> Z—24I"YAMAHA Corporation"h 2w kTN 5,

(12 HTTPL ZRV ANy AHh 5 HIEZERFE CE 2N FHZHIFR LT,
ZEEH
Server: YAMAHA-RT
WWW-Authenticate: Basic realm="TYAMAHA-RT]"
ZB%
Server: Router

WWW-Authenticate: Basic realm="[Router]"
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http//www.rtpro.yamaha.co.jp/RT/docs/mobile-internet/index.ntml

NEREERE 2 £ < CHESRD D A THIBLIEEL,

WIHEE

(1] BN\AIVA > 2 =2y bHEE T, NTTO L UX302NCOREH 5 DYIRTLIEZ 28 L1z,

2] LURD T — @B EsR A EET 5 & E. show status usbhost 1< > KR CT— 2B EHARD
RevisionxZF g 5d& DI LTz,
-NTTO A UX302NC

B/ \JEFE
(1] O BEDEMES CRELFEEIC. BEERDORTEICKIRA AT =T TCHErEND &
BRI DE SR NCENEESHNET RINS/ T ZELE LT,

2] BE/INA VA >R =%y NEEEDPPA > 2 — T T — X C. M\ DESIHN TCELLLGEDHT EDLHDS
INTEAEE LTz,
Rev.11.00 25L& CDOIHFEET B,

[3] telnetd host A< > RC/8T A—ZanyF fzldnoneDEICEZEDNFHZ AL TE LT —IE LK
INTEHAEIE LTz,
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- CVE-2018-06065 (JPCERT/CC JVN#69967692)
- CVE-2018-0666 (JPCERT/CC JVN#69967692)
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